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PATCH MANAGEMENT POLICY

Policy Statement

JRH Support is committed to protecting the confidentiality, integrity, and
availability of its information systems and data. A critical component of this
commitment is effective patch management. This policy outlines the procedures
for identifying, evaluating, testing, and deploying security patches and updates to
all relevant software and hardware systems within the organization to mitigate
vulnerabilities and reduce the risk of cyberattacks.

Purpose
The purpose of this policy is to:

o Minimise security vulnerabilities in IT systems.

e Ensure systems are protected against known exploits.

« Maintain the stability and performance of IT infrastructure.
o Comply with data protection regulations (GDPR).

« Protect sensitive service user and staff data.

Scope
This policy applies to all information technology assets owned or managed by
JRH Support, including but not limited to:

o Servers (physical and virtual)

o Workstations (desktops and laptops)

o Mobile devices (smartphones, tablets used for work purposes)

o Network devices (routers, switches, firewalls)

o Operating systems (Windows)

o Applications (Microsoft Office, care management software, web browsers,
antivirus)

« Cloud-based services (where applicable and control is possible)

Patch Management Process
1. 1ldentification and Assessment

« Source Monitoring: The General Manager (Designated IT Lead) will
regularly monitor official vendor websites, security advisories, and
reputable security news sources for new patches and vulnerability
information (e.g., Microsoft Security Response Center, Apple Security
Updates, software vendor newsletters).

« Prioritization: Patches will be prioritized based on:

o Severity of Vulnerability: Critical and high-severity vulnerabilities
will be addressed first.

¢ Impact on Services: Patches affecting critical service user data or
core operational systems will be prioritized.



o Exploitability: Patches for vulnerabilities actively being exploited
will be given immediate attention.

Deployment

Scheduled Updates: Most non-critical patches will be deployed during
off-peak hours or scheduled maintenance windows to minimize disruption
to staff and service delivery.

Emergency Patches: Critical security patches addressing active exploits
will be deployed immediately upon identification, even if it requires
temporary disruption. Staff will be notified in advance where possible.
Rollback Plan: A rollback plan will be considered for significant patches
in case issues arise. This may involve system restore points or backups.

Verification and Reporting

Post-Deployment Checks: After deployment, the General Manager will
verify that patches have been successfully applied and systems are
functioning as expected.

Issue Resolution: Any issues identified after patching will be investigated
and resolved promptly.

Documentation: Records of all applied patches, including date, version,
affected systems, and any issues encountered, will be maintained.

Patching Frequency

Operating Systems:
e Critical/Security Patches: Within 24-48 hours for severe
vulnerabilities.
¢ Regular Updates: Monthly, following vendor release cycles (e.g.,
Microsoft Patch Tuesday).

Applications:
e Critical/Security Patches: As soon as possible upon availability
and testing.

¢ Regular Updates: Quarterly or as advised by the vendor.
Antivirus/Anti-malware: Daily (definitions) and as soon as possible for
engine updates.
Network Devices: As advised by the vendor, typically less frequently
than software, but critical security updates will be prioritized.
Mobile Devices: Encourage and support staff to install updates as they
become available.

Unpatchable Systems / End-of-Life Software

Systems or software that cannot be patched due to end-of-life status,
vendor abandonment, or technical limitations will be identified.



o Arisk assessment will be conducted for such systems, and compensating
controls will be implemented where possible (e.g., enhanced monitoring,
decommissioning).

e A plan for replacement or upgrade of end-of-life systems will be
developed.

Training and Awareness

« Staff will receive regular reminders about the importance of updates and
their role in maintaining system security.

e Guidance will be provided on how to install updates on their devices when
prompted.

Policy Review
This policy will be reviewed annually, or sooner if there are significant changes in
technology, organizational structure, or security threats.

Paul Battershall
General Manager



